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About this Guide

This guide is for existing users of AF’s website and has been designed to help you log in successfully.

Identity Management

Identity Management provides added layers of security and protection our members, and arbitration and subrogation data, deserve. Please
read the following key details about Identity Management:

After changing your password, there is a minimum 24-hour waiting period to change it again yourself (without an
administrator). If you attempt to change it within the 24-hour period, AF will send an email with the following: At this time,
an administrator must reset your password. Contact your company administrator or AF Member Services.

Identity Management will automatically assign a security image that will appear in your Sign In after you have completed
your first login. The security image gives you additional assurance that you are logging into AF’s website applications and
not a fraudulent website. Report any suspicious activity to AF.

Identity Management prompts the creation of a forgot password question (security challenge), which enables self-service
remediation for a forgotten password.

When creating a forgot password question, the answer is not case sensitive, but if it includes a space or unique character, it
must be replicated in the event of a forgotten password. Please see the following example:

Q. What is the name of my favorite painter?
A. Claude Monet

The following will work: Claude Monet, CLAUDE MONET, claude monet, Claude monet, claude Monet.
The following will not work: ClaudeMonet (space between first and last name in original answer was not replicated).
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Log in: Password Known

Log in:
Password Known

SignIn
sername ***Three attempts allowed

Signin

’ jdrake.12345 E

Password ———

Passveord

4
! f.?.‘.‘l"!.‘.:..l.”c Click here to return
to home page

Account

hoose a forgot password question

Identity Management Guide

What is the food you least liked as a chilg?
ol

What Is the food you least liked as &

Who is your Tavorile speaker/orator?

child?
What is the name of your first stuffed ammal?
Whot did you carn yout first medal or award for?

Where did you go for yout lavorite vacation?
Where were you on New Year's Eve in the year 2000?

Who e your favonte book/movie character?

was just used to sign-in from a new or unrecogmized device,

X Personal In
Administration

Please click on AH

Sign-In Details

Tampa, Florida, Unsted States
P

Don't recognize this activity?

Your account may have been
Member Services at 1-866-977-3434.

_Report Suspiciou

Click Login to MyArbfile
on AF's website.

Enter your username and
password, and then click
Sign In. (Three attempts
allowed)

Choose a forgot password
question, or create a
custom question, and enter
your answer.

Click the AF logo to return
to the home page.

You are now successfully
logged in.

Look for an email
confirmation.

* This email will also appear in
the event your AF Account is
used to sign in from a new or
unrecognized device,
browser, or application.
Report suspicious activity.
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Log in: Password Forgotten

Log in:
Password Forgotten

Username

Password

Reset Password

Email or Username

jdrake12345

Back to Sign In

Arbitration Forums

tion and

-/

Email sent!

Identity Management Guide

Email has been sent to jdrake.12345 with
instructions on resetting your password

Back to Sign In

Click Login to MyArbfile
on AF's website.

Click Need help signing
i
in?

Click Forgot Password.

Enter your email or

username, then click Reset
via Email.

* Look for an email and
follow the instructions to
reset your password.

* The password provided in
the email is temporary; there
is a prompt to create a new
password.
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Log in: Password and Security Answer Forgotten

Log in:
Password and Security
Answer Forgotten

1 fon Forums Password Reset Request

ArBiTRATION Forums, INC
O\, Membersdip divrn tnmmain fusnd

Arbitratioa Forums, lnc (AF) bas rocerved & 1oquest 10 06521 youq pasvword by company sdministrasse of AF Member Services. Plesse
follow e link below to reset your passwond You will be asked 10 grovide the amwer 10 your challengs qurstson to compheas the pest

Dear

Clack this bk 10 reset the passweed for your usernasse,

ARBITRATION Forums, INC.
3 Membership drives [nacvanon focwsed

¢

Sign In

Username

Password

oy r ‘
Perw|

Member Company
Administrator,

-

Identity Management Guide

Contact your company
administrator or an AF

Member Services
representative to launch the
Password Reset process.

Administrator clicks Reset
Password for the User.

ﬂ ol
Look for an email titled:

Chck than bk 12 chamge your prsvwsnd nd sl review secunty sibommansn. If you are redeeciad 10 the secunty mismancn page when
complrte, <lick the AF lope m the upper- Jefh corner of the page t0 59 5 e AF mmbes bomepage.

AF 1 & membershep drr v orpamsatson Geducseed & elircirvely st rTceratly werying rur membery secovery amd (rsedunon necds
Lmrn e ahurst whhat e e dentng. 4o smapee o wagermence amd o ey foedionck ot bome srbiile e

m’\umnnmn Forums, 1
L Mrmierihep driven famovatson fm wied
G

Your password has oxpire

Arbitration Forums
Password Reset
Requested, and click Reset
Password.

[User refreshes browser and
saves] The administrator clicks
Reset Password a second time
for the User. This must be done
within an hour from the previous
password reset.

Old password

Look for a second email,
note the temporary
password, and then click
Reset Password.

Sign in with the temporary
password.

4 Enter the temporary
password, your new
password, and repeat the
new password.
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Change Password: Self-Service

o This option allows you to
change your password
without involving an

Arbitration Forums administrator, if your

. S assword age is more than 24
Change Password: ‘ hours.

Self-Service

Password Age

-+

Click Login to MyArbfile
on AF's website.

Membership Driven = Success

Enter your username and
2
password, and click Sign

memiber Directory Member Access E-Subro Hub In.

Y My Watches
‘ y Go to Member Access:

Username

‘. jdrake.12345 Case Liookup click Change Password /
Security Settings.
Password TRS Arbitration
seesseesses _‘ Address Verification : Click the CONTINUE
—— button on the bottom left.

Edit Mv Profile

s Change Password / Security Settings

yinars & - _ ty - Enter your current
password, your new
password, and confirm

your new password.

4 hange Password | Security Settings Help|

..... E e J You are now successfully
logged in with your new

password (confirmation

message appears).

NOTE: You can also
change other security
settings here, such as your
security image.

Mew password

Confirm new password

LaF 2 F SV S W W S Y
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Password Reset: Administrator Initiated

Member Management

15 An administrator may prompt

you to reset your password
via Member Management.

Password Reset:
Administrator Initiated

Administrator clicks Reset
Password for the User's ID

X
Aﬂ::mmmn\ Forums, Inc
Frisemt— Look for an email titled
Arbitration Forums
At Faremin, s, GAF) b st ot 1 ene yoar pasend o conmpiy b ¢ AF Miabir Servicss e Password Reset
follow e lunk below 1o reset your password Vou 1ll be asked 10 pros ule the answes to your challenge question 1o compleie th ace lette

: e Requested and click the
ek ik 1 e e prondfo v menane o i ow Pawwert Reset Password link.
— .

Leasn meore about what weire domg 16 improve you expersence aad give ws vour feedback 1 wrw
Sacerely.
Enter a new password, and

repeat it to confirm. Click
Ji T ‘ Reset Password.
Y ARBFILE

J You are now successfully
logged in.

St o aPUTHTAN oM Lok
By

Auomotite Number,  Inssred I, cich e,
Idcdpay Specl

FIE

HYPe

Rubes & Agresmests | FAQ | TemmolUse  PrivacyPoliy  Seenag | Carsers | Abowt | Contact
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Unlock Account: Self-Service (Email or Username)

Arbitration Forums

on's largest arbitration an

Unlock Account:
Self-Service (Email or Username)

9}

Membership Driven = Success

Unlock account

Email or Username

q( jdrake 12345

Back to sign in

- == .’Nc—c—d help signing_in?

Forgot password?

Unlock account?
18

¥,

Help

Arpirrarion Foruss, Ing
F T

R o b st wnide o i AF im0 ik B ot bt i o { o Sl s
e

Answer Unlock Account Challenge

Where were you on New Year's Eve in the
year 20007

Tack Bt Jank b0 unlock the account for your UseTRam.

—

Chicago

T a T S S
e q NYOW

S oredy
AF Member Sorues Unlock Account

Identity Management Guide

You will be required to
answer your security

challenge question to unlock
your account.

1 Click Login to MyArbfile
on AF's website.

First click Need help
signing in? and then click
Unlock Account?

Enter your email or

username and click Send
Email.

4»

<
Check your email for the
Unlock Account
message; then click

Unlock Account in the
message.

[When prompted] Answer
Unlock Account challenge
(your security answer) and
click Unlock Account.

NOTE: If you remain locked
after this process, go
through the unlock process
before trying again.
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Unlock Account: Administrator Unlocks

If the self-service option to

unlock your account does not

work, contact your company
@ Jayme Drake - administrator or AF Member

Services.
Unlock Account: [ @5 | 0 oo | @resetpasmword |

Administrator Unlocks e

m Login Status: User Locked Out.

In Member Management, the
administrator clicks Unlock User.
This changes the user's login

2 :
'I ArniTraTiON Forums, Inc M

- M1 N\ et
E4 Reset Password @& Show Privileges Tab l

Look for an email titled Unlock
Account; click Unlock Account.

An acconns unlack requa was made for your AF accoumt 1f you dud not make thes request please contact you company sdminte:
smmeduately

Clack thas link 1o unlock the account for your username,

—

TR e T TS AT T Sl Tl e O memben rrceveny and reiokaon peed:
mcer about what we se domg o Eprove you expencnce and grve us you feedback of www aibiilc orx

2 [When prompted] Answer your
Unlock Account Challenge;
(vour security answer) and click
Unlock Account.

ACTIVE

Login Status:

Sncerely
AF Mensbes Services

3 Sign in. If you have forgotten
your password, click Need help
signing in; then click Forgot
Password and follow the
prompts to reset your password.

Username

Answer Unlock Account Challenge

idrake.12345

Password

Where were you on New Year's Eve in the
year 20007

Chicago NOTE: If you remain locked after

this process, go through the

again.
\
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Unlock Account: Auto Unlock

) If you do not enter your
password correctly in three
attempts, your account will be

n Unable to sign in

Username

locked, and you will see a this

Jrake: 12574 message (Unable to sign in).

Unlock Account: Pt
Auto Unlock

Wait five minutes after
being locked out, and your

T — account will automatically
unlock.
Password
5 Minutes Sign in with the correct
credentials.

« You are now successfully
logged in.
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Login: Password Expired

\' ) Your password will
: ¥ automatically expire based on
q Your password has expired current password requirements
Password requirements: for password lifespan.

e At least 8 characters
= A lowercase letter
= An uppercase letter
s A number

= Mo parts of your username

= You

ir password cannot be any of your last 13
vords

= At least 1 day(s) must have

[Upon signing in] Receive
notice that your password
has expired.

slapsed since

you last changed your password

FallHarvest183= 2 Enter the correct expired

password.

New password

Old password

FallHarvest183= Repeat password

Click Change Password.

LR R R R R ]

« You are now successfully
logged in.

NOTE: Please review the
password requirements carefully
before creating your new
password. Using a phrase,
such as the example shown
in Step 2, makes it easier to
remember.

B warch o e by AF 5 Pl T v @ g o a6 o o
L
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